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Abstract:  Cryptographic ransomware extorts a ransom by encrypting user files. Existing early detection methods
based on the first encryption-related application programming interface (API) cannot detect ransomware before it executes
encryption behavior. Because the point at which different ransomware families begin executing their encryption behavior
varies, existing early detection methods based on fixed time thresholds can only accurately detect a small fraction of ransom-
ware before it executes encryption behavior. To further improve the timeliness of ransomware detection, this article propos-
es a concept that characterizes the time period from the start of software operation to the first call of encryption-related dy-
namic-link libraries (DLLs), namely the initial phase of operation (IPO). Based on the analysis of DLL and API call behavior
in the early operational phase of several ransomwares, this article presents a method based on the API sequences generated by
the software within the IPO as the detection object, namely the ransomware early detection method based on API latent seman-
tics (REDMALS). REDMALS captures the API sequences within the IPO, uses the term frequency-inverse document frequen-
cy algorithm and the latent semantic analysis algorithm to generate feature vectors on the captured API sequences and to ex-
tract potential semantic structures, respectively, and then uses a machine learning algorithm to construct a detection model for
ransomware detection. The experimental results show that REDMALS using the random forest algorithm achieves 97.7%
and 96.0% accuracy on the constructed variant test set and unknown test set, respectively, and 83% and 76% of the ransom-

ware samples in both test sets, respectively, can be detected before they perform any encryption behavior.
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MR AE RS T 83% 1Y SPRAE, It T HAth X He ik . SC
BR300l F  R NTFF U 8 47 21 v FH n %
APLZ A1 APLIF AR R 43 B % G2, L5 1k g A H s i)
A B R A Y FE N8 APL 2 )5 (BRI SPRAEM 0)
SCHR 7 17 2 ASCHR [ 14 )07 1 24 2R A 1 2 1) ] [ 4
2L B TR DTF R E 1 2T G I 2
V) F18) s [) R 6, 5 [0 7 s [) [0 ) ) 9 2 5 IR A
SR R AR B 3 R (s Sk [ 717 1 R R B 3
30s) A B TS I ACC Ml , {H 2 S: 3 SPRE AR,
BEE 1Y R A I ik 2 (ks SCRR L7 1 e R R I
1 8)2sFHOTEMR ACCAR; {UHi /] TF-IDF 1) REDMALS &
FIH APLZ [RIVEAERTE L4548, ACCARTF{HF TF-IDF A1
LSAARYREDMALS.

4.4.2 KRHMEBBERGRVER
925 T REDMALS i AN [] 43 2 5k 76 AR
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MR EE F ARSI 45 5 . 36 9 78 REDMALS {#i i RF 3
PeAE AR EIRAFH ACC R F B T Hfd
5 2R P AR AS R AR LA . FESC 5, REDMALS fiff
JH RF B3E B RERE 76% 1Y A U R A FEASTE - Ik
PR TN APTRUASE H | 3 S A A H B 220 5 L vkl
s APLET 2] 1) 22 (X [0 4 [ —60.145 s, —202 ms ],
SENE SR PR L b O L kX SR EA Y A

#9 REDMALSERAARESEERERMMRE LMKRNER

ik ACC R P F, 6 Il /s
KNN 0.807 | 0.624 | 0.984 | 0.764 2.130
DT 0.896 | 0.930 | 0.870 | 0.900 2.125
MLP 0.886 | 0.802 | 0.964 | 0.876 2.103
GBDT 0951 | 0980 | 0.925 | 0.952 2.107
AdaBoost | 0.960 | 0.960 | 0.960 | 0.960 2222
RF 0960 | 0.990 | 0.934 | 0.962 2.115
LightGBM | 0.946 | 0.980 | 0917 | 0.947 2.135

J T HE— 1A REDMALS K6 o 201 8 2 54 1)
PR 3R R, AR SOR 5 SOk 11 ] 51 SClik[ 14 ]
J5 ik SCHR L7 1 B AR R AR 4E AT T 0 S
ERME 107~ .

F10 REHZRARN T E3 RN EORNLE R

WIRES ACC K s a1 /s SPR

RE! 0.896 62.020 0
RF™ 0.851 7.111 0.48
TextCNN(1 )" 0.807 1.112 0.55
TextCNN(30 s)” 0.832 30.105 0.01
REDMALS({X TF-IDF) 0.866 2.135 0.56
REDMALS 0.960 2.107 0.76

F210 R LA 1 s R RAERFR A SCAR L 7 15 A AE AR
A LA B RO T A 5 vk ARAT R R A ot
A5 ACC XA 80.7%. REDMALS 746 Hi i 1] L 36
FLU s R RAERHK 4 3Cik[ 7] 1%, {H REDMALS 78 ACC
FISPR A5 L300 T HABXT L 57k .

5 it

AR S i AT 22 O R A E A2 400391 DLL AN
APLIAT R AR T — A X 8l 2 2 e SO Al 4 LA
O CHE &——1PO. LLIPO W ERAEAT 0 R A3 b
Xt G2 A R T AR R AR PIAT I A A i RO o Lt
PR . A8 LRl b AR SCHE T —Fh A TPO N Y
APLFFB HEA T 2 BRI () J5 5 REDMALS. 256 2%
FH], REDMALS fifi FH RF 53 32 Biof o 28 il 38 45 Aok
TR | AT BRAS A A ACC LA B SPRAE . 1EJF4E T
P b, FRATTHs 800 T 0F 58 o] 3 — 25 32 TH ARG I D7 96 1Y
SPR B LA S B 1A 3 (14 1) 17 5 i
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